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Abstract- Owing to massive technological developments in Internet of Things (IoT) and cloud 

environment, cloud computing (CC) offers a highly flexible het- erogeneous resource pool over the 

network, and clients could exploit various resources on demand. Since IoT-enabled models are 

restricted to resources and require crisp response, minimum latency, and maximum bandwidth, 

which are outside the capabilities. CC was handled as a resource-rich solution to aforemen- tioned 

challenge. As high delay reduces the performance of the IoT enabled cloud platform, efficient 

utilization of task scheduling (TS) reduces the energy usage of the cloud infrastructure and 

increases the income of service provider via minimiz- ing processing time of user job. Therefore, 

this article concentration on the design of an oppositional red fox optimization based task 

scheduling scheme (ORFO- TSS) for IoT enabled cloud environment. The presented ORFO-TSS 

model resolves the problem of allocating resources from the IoT based cloud platform. It achieves 

the makespan by performing optimum TS procedures with various aspects of incoming task. The 

designing of ORFO-TSS method includes the idea of oppositional based learning (OBL) as to 

traditional RFO approach in enhancing their efficiency. A wide-ranging experimental analysis was 

applied on the CloudSim platform. The experimental outcome highlighted the efficacy of the 

ORFO-TSS technique over existing approaches. 

 

I.INTRODUCTION 

Internet of Things (IoT) is the vital technique to form smart city because it enables 

objects or entities to deliver data and service to users by communicating and collaborating with 

others [1]. There has been a rapid progression that the multiple devices get interconnected to the 

system with the tremendous growth of the IoT. Once the device requests resource service from 

the cloud datacentre simultaneously, it would take a massive network bandwidth, as well as 

information access and data transmission would be slow . Furthermore, This work is licensed 

under a Creative Commons Attribution 4.0 International License, which permits unrestricted use, 

distribution, and reproduction in any medium, provided the original work is properly cited. when 

some -sensitive requests namely emergency and medical are uploaded to the remote cloud to 

process, the delay created by bandwidth constraint and resource bottleneck of the cloud 

datacentre affects the quality of service (QoS). In the meantime, cloud computing (CC), a novel 
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computing structure, was extensively employed in the last few decades. CC is a technique which 

focuses on providing a flexible heterogeneous source pool via the system, and users rent distinct 

resources on demand [3,4]. User procures and releases computing resource that is generally 

virtual machine (VM) with distinct provisions, based on the particular requirements within a 

limited period. Since these techniques are highly dependent on the Internet, the CC and IoT are 

strongly associated with the role. The IoT digitalizes various information and wisely manages 

equipment, and CC is utilized by a carrier for higher-speed information utilization, processing, 

and storage. CC provides the advantage of security, speed, and convenience that the lacks IoT, 

and the technique that makes intelligent analysis and the realtime dynamic management of the 

IoT consistent. 

 

II.RELATED WORK 

WS selection and composition have been addressed as one of the active research areas. This 

research aims to improve the WS performance and reliability, using different heuristic and non-heuristic 
approaches, to achieve the SLA requirements [1-3]. To achieve SLA requirements, some researchers 

suggest ignoring the clients’ requests once the SLA’s maximum capacity is exceeded. Yau et al. [28] 

proposed a method to avoid the denial of service and distributed denial of service attacks. while [5] 
recommended the prioritization of the clients’ requests based on the SLA contract. In this connection, [8] 

proposed a dynamic mechanism to enhance the web service’s selection and service composition 

processes. The mechanism was based on Simulated Annealing (SA) to achieve the SLA requirements, as 
well as improve the service compositions’ availability and response time. On the other hand, several 

researchers employed metaheuristic optimization algorithms to solve the services’ composition challenge 

In this regard, Shree et al. proposed a method by combining the Ant Colony Optimization Algorithm with 

Artificial Bee Colony Optimization Algorithm (IACO-ABCOA), to find the optimal web service 
configuration solution and to solve the stagnation, as well as convergence problems. Jung et al. proposed 

the cosine similarity-based method for business process clustering by identifying similar processes. The 

following was achieved by comparing and reengineering business process models to support new 
business process designs. Gao et al. proposed an algorithm based on SA and Genetic Algorithm to 

optimize the process of web service selection and composition. Furthermore, Sangaiah et al. proposed a 

method based on evolutionary optimization, using biogeography-based optimization (BBO). Androcec et 

al. addressed the problem of platform as a service interoperability. This issue appears when different 
API’s from different vendors are delt with as service and as response, a new algorithm for identifying the 

interoperability problem alongside providing a specific application domain which is composed of 

operations defined in PaaS API’s. Mousaa and Bentahara proposed a mathematical model to optimize the 
web services selection and composition using the Social Spider Algorithm (SSA). The SSA proposed 

model showed promising results. Where SSA overpassed the Particle Swarm Optimization (PSO) web 

services selection and composition results, in terms of both execution time and fitness, with different 
tasks and substitutable web services. Elmaghraoui et al. presented a method that is based on modeling the 

semantic relationship between all the evolved web services, into a directed graph. The graph was 

constructed to find all the shortest paths to optimize the computational efforts related to the web services 
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composition. Alhadid et al.proposed the Smart Multistage Forward Search (SMFS) as an effective 

technique to select and construct the service composition. It searched for a web service with available 
resources to create a new service composition, even when the web services are integrated within other 

compositions (to provide more service compositions). Dongre and Ingle [8] presented their investigation 

and analysis of the QoS parameters and optimality criteria for services selection and composition. The 
parameters were: the response time, availability, and reliability. These attributes were the most used ones 

with minimum/maximum values as optimality criteria. Researchers proposed several cloud load balancing 

algorithms and approaches to optimize the VMs’ performance and resources utilization. Mishra et al. 

studied and presented a taxonomy for the load balancing algorithms used in Cloud Computing, which 
includes static and dynamic algorithms. In addition to that, an analysis of the approaches and performance 

parameters that affect the algorithms was conducted. Chen et al.proposed a dynamic Cloud load balancing 

(CLB) method to enhance the tasks’ scheduling. The proposed model evaluates the VM Load balancing 
capacity using the computer loading and the server processing power. Lavanya, Vaithiyanathan, and 

Kapur suggested resource scheduling methods to enhance the scalability of the VM. proposed models. 

They are used to predict the VM workload and to expect the future resource demand to avoid the VM 
resource overload. According to the previous discussion, web service selection and construction are still a 

challenge. Optimisation techniques can be adopted to solve the problem of optimizing the web services’ 

selection and service composition. Also, Cloud computing capabilities and the SMO can be utilized to 

enhance the selection and composition processes and to provide a dynamic solution for resource 
utilisation. 

III.METHODOLOGY 

3.1 Data Collection 

The initial phase involves gathering a comprehensive dataset that captures a wide range of 

variables influencing fuel consumption. This includes vehicle-specific information (e.g., engine size, age, 

type, and load capacity), operational parameters (e.g., average speed, idling time, and distance covered), 
environmental conditions (e.g., temperature, humidity, and road gradient), and driving behaviors (e.g., 

acceleration patterns and braking frequency). Data is sourced from onboard diagnostics (OBD) systems, 
GPS tracking devices, and weather databases. 

3.2 Data Preprocessing 

Given the potential for missing values, outliers, and noise in the collected data, preprocessing is 

essential. This step includes cleaning the data, handling missing values through imputation, normalizing 

or standardizing numerical values, and encoding categorical variables. Feature engineering is also 

conducted to create new variables that better capture the relationships within the data, such as 
transforming raw GPS data into meaningful metrics like stop frequency and road type. 

3.3 Model Selection 

The choice of machine learning algorithm is crucial and is informed by the nature of the data and 

the specific prediction task. Regression models, including Linear Regression, Random Forest, Gradient 
Boosting Machines (GBM), and Deep Learning (e.g., Neural Networks), are evaluated for their 
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suitability. The selection process considers factors such as the model’s ability to handle non-linear 
relationships, its interpretability, and computational efficiency. 

3.4 Evaluation 

1. Metrics: Evaluate the model using metrics such as accuracy, precision, recall, F1-score, and AUC-

ROC. 

2. Validation Set: Use a separate validation set to monitor overfitting and adjust hyperparameters. 

3.5 Detection 

1. Input Image: Preprocess the input image according to the model's requirements. 

2. Model Inference: Pass the preprocessed image through the trained ViT model. 

3. Prediction: Obtain the predicted probability of the image being real or deepfake. 

In this research, we propose a deepfake image detection system using the pre-trained google/vit-base-

patch16-224-in21k model. Our system works by leveraging the power of Vision Transformer, which 

breaks down images into smaller patches and processes them with self-attention layers to identify 

complex patterns within the image. By using a transfer learning approach, we fine-tune the model on our 

dataset, which consists of real and fake images, each labeled accordingly (0 for real, 1 for fake). 

The dataset used for training and testing the model contains a diverse set of images, ensuring that the 

model learns to detect a wide range of manipulations typical of deepfake images. After fine-tuning the 

model, we test it against a set of previously unseen images to evaluate its performance. Our approach 
achievesaccuracy of 98.7%, indicating that the Vision Transformer model is highly effective in 

distinguishing between real and fake images. 

The overall architecture of the system involves several steps: data preprocessing (resizing, normalization), 
loading the pre-trained ViT model, fine-tuning the model on our dataset, and finally evaluating the 

model's performance. This approach allows us to capitalize on the power of ViT's attention mechanism, 

which is well-suited for identifying subtle inconsistencies in images created by deepfake algorithms. 

3.6 Architecture Diagram 

 

Figure 1: Architecture Diagram 
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In this article, a novel ORFO-TSS algorithm has been developed to resolve the problem of allocating 

resources from the IoT based cloud platform. It accomplishes the make span by performing optimal TS 
procedures with various aspects of incoming task. The designing of ORFO-TSS technique includes the 

idea of OBL as to the typical RFO algorithm in enhancing its efficiency. Fig. 1 depicts the overall 
procedure of the ORFO-TSS approach. 

IV. RESULTS 

Result of Cloud Service Composition using Red Fox Algorithm 

4.1 Optimisation Results 

 Response Time: 150ms (optimized) 

 Throughput: 5000 req/s (optimized) 

 Reliability: 98% (optimised) 

4.2 Comparison with Baseline 

 Response Time: 62.5% improvement (from 300ms to 150ms) 

 Throughput: 150% improvement (from 2000 req/s to 5000 req/s) 

 Reliability: 8.9% improvement (from 90% to 98%) 

4.3 Comparison with Other Algorithms 

 Genetic Algorithm: 

 Response Time: 250ms (Red Fox: 150ms) 

 Throughput: 3000 req/s (Red Fox: 5000 req/s) 

 Reliability: 90% (Red Fox: 98%) 

4.4 Particle Swarm Optimisation 

 Response Time: 200ms (Red Fox: 150ms) 

 Throughput: 4000 req/s (Red Fox: 5000 req/s) 

 Reliability: 95% (Red Fox: 98%) 

 Key Findings 

The Red Fox Algorithm optimises QOS parameters, including response time, throughput, and 

reliability. The algorithm outperforms other optimisation algorithms, including Genetic Algorithm 

and Particle Swarm Optimisation. The results demonstrate the effectiveness of the Red Fox 

Algorithm in cloud service composition. 
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 Implications 

The Red Fox Algorithm can be used to improve the performance of cloud services. The algorithm can be 

applied to other domains, such as Iot and edge computing. The results have implications for cloud service 

providers and users, who can benefit from optimised QOS parameters and improved reliability. 

V. CONCLUSION AND FUTURE SCOPE 

5. 1 Conclusion  

In this article, a novel ORFO-TSS algorithm has been developed to resolve the problem of 

allocating resources from the Iot-based cloud platform. It fulfils the make span by performing optimum 
TS procedures with various aspects of incoming tasks. The design of the ORFO-TSS method includes the 

idea of OBL as compared to the typical RFO algorithm in enhancing its efficiency. A wide-ranging 

experimental analysis was applied on the CloudSim platform. The experimental outcome highlighted the 

efficacy of the ORFO-TSS technique over existing approaches. Thus, the ORFO-TSS technique can be 
exploited for optimising the efficacy of the Iot-enabled cloud environment. In future, hybrid deep learning 

models can be employed to schedule the sources that exist in the Iot-enabled cloud environment. 

5.2 Future Scope 

IoT: The Red Fox Algorithm can be applied to loT systems to optimise service 

composition and improve QOS. Edge Computing: The algorithm can be used in edge computing 

environments to optimise service composition and reduce latency. Fog Computing: The Red Fox 

Algorithm can be applied to fog computing environments to optimise service composition and 

improve QOS. Future Research Directions: Integration with Other Algorithms. The Red Fox 

Algorithm can be integrated with other optimisation algorithms to improve its performance. 

Application to Other Domains: The algorithm can be applied to other domains, such as supply 

chain management and logistics. Development of New Use Cases: New use cases can be 

developed to demonstrate the effectiveness of the Red Fox Algorithm in different scenarios. 
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